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Abstract

Health Insurance Portability and Accountability Act (HIPAA) defines privacy rules of using
and disclosing health data according to the government regulations and policies. To ensure HIPAA
compliance of such policies, there is a need for an enforcement mechanism. However, the privacy
rules defined in HIPAA has to be well-analyzed and defined. In this paper, the "Law enforcement
purposes" section from HIPAA is demonstrated on varies presentations for automated verification
of HIPAA compliance. The first proposed method is flowchart with an extra node to resolve
ambiguity. The second equivalent presentation is written in Prolog. User request can be verified to
make the disclosure decision.

1. Introduction

The HIPAA Privacy Rule provides federal protections for personal health information held by
covered entities. The Privacy Rule permits the disclosure of personal health information needed for
patient care and other important purposes such as law enforcement purposes or research demands

[2].

HIPAA privacy rules are expressed in complex interdependencies with different level of
abstraction [7], making them hard to understand, predict, and control [8]. Therefore, the privacy
rules may be misinterpreted which may lead to unauthorized disclosure. That raises the demand to
develop a mechanism for enforcing HIPAA law. To assure the correct interpretation of HIPAA
privacy rules, the disclosure and use scenarios have to be well-analyzed.

Our work involves a detailed analysis of two sub-sections of HIPAA privacy rules by extracting
objects and related conditions needed to make a disclosure decision for law enforcement purposes.
Such analysis also involves developing the entity relationship model, drawing flowchart, and
implementing decision system using Prolog. Moreover, three examples and scenarios of law
enforcement purposes are demonstrated.

The organization of the paper is as the following. Section two explains some of HIPAA
vocabularies that used in this paper. Section three to section six demonstrate the analysis of 164.512
(f) and (c) from HIPAA while section seven includes related works. Section eight provides the
conclusion and future work.
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2. HIPAA vocabulary [1] [2]
Individual means the person who is the subject of protected health information.

Covered entity means:

1. A health care provider: a provider of medical or a health service which includes Doctors,
Clinics, Psychologists, Dentists, Chiropractors, Nursing Homes, or Pharmacies.

2. A health plan includes: Health insurance companies, HMOs, Company health plans, and
Government programs that pay for health care, such as Medicare, Medicaid, and the military
and veterans health care programs

3. A health care clearinghouse includes entities that process nonstandard health information

they receive from another entity into a standard (i.e., standard electronic format or data
content), or vice versa.

Disclosure means the release, transfer, provision of, access to, or divulging in any other manner of
information outside the entity hoiding the information.

Protected Health information means any information, whether oral or recorded in any form or
medium, that:

1. Is created or received by a health care provider, health plan, public health authority,
employer, life insurer, school or university, or health care clearinghouse; and

2. Relates to the past, present, or future physical or mental health or condition of an individual,
the provision of health care to an individual; or the past, present, or future payment for the
provision of health care to an individual.

Required by law: it includes, but is not limited to, court orders and court-ordered warrants;
subpoenas or summons issued by a court, grand jury, a governmental or tribal inspector general, or
an administrative body authorized to require the production of information; a civil or an authorized
investigative demand; Medicare conditions of participation with respect to health care providers
participating in the program; and statutes or regulations that require the production of information,
including statutes or regulations that require such information if payment is sought under a
government program providing public benefits.

3. Disclosure for law enforcement purposes

Two sub-sections were selected from HIPAA privacy rules to be analyzed. Because the goal of
this analysis is to focus on a complete unit that stands alone, section 164.512 (f) is chosen to be
examined. 164.512 (f) explains situations where a covered entity is allowed to disclose protected
health information to a law enforcement official. 164.512 (f) contains six cases which are: required
by law, identification purposes, victim of a crime, decedents, crime on premises, and reporting a
crime in emergencies. A detailed explanation of all cases is provided later in the document.
However, case (f) (6) "reporting a crime in emergencies" requires testing case 164.512(c) first.
Therefore, section 164.512 (¢) is included in our work.

In our analysis, we used the following terms:
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Initiator: the disclosure could be initiated by the covered entity or as a respond to a law

enforcement official request.

Receiver: the receivers of the protected health information are law enforcement official, or public
authority including social service or protective services agency. Table 1 displays the possible

disclosure initiators and receivers.

Case: in this study, we shall discuss seven main cases that allow a covered entity to disclose
protected health information. Table 2 includes a list of all cases related to law enforcement

purposes.

Individual Notification: in some cases, covered entity has to notify the individual about the
disclosed PHI. The individuals or their relatives may be informed about the disclosure.

Element

Individual

ExBlanation
)

Disclosure initiator

Covered entity
Third party

Individual

Capacity Means that the individual is able to
make a decision.

Tnecanacity Meoanc that the individiial ic 1inahle tn

liivapawviu AVIVALID 1Al UlVv 1IIvL VIVUAdL 10 vliaviaiv w

make a decision. (ex. unconscious)

The patient

LEO

Law Enforcement Official

Court-ordered
warrant or grand

jury subpoena

request

Receiver

Administrative

social service

Including an administrative subpoena or
summons, a civil or an authorized
investigative demand, or similar process
authorized under law.

protective

services agency

Table 1: Disclosure for Law Enforcement purposes

3.1. The seven cases were grouped based on the disclosure initiator:

e Groupl: Required to be disclosed by Law.
It is the group of cases that requires the disclosure to be made to LEO because of court-
ordered warrant, grand jury subpoena, or administrative request. It also includes reporting
certain type of injuries to LEO. Group 1 in flowchart reflects case 164.512 (f) (1) from

HIPAA.

e Group2: Can be initiated by the covered entity or law enforcement official.
PHI can be either requested by law enforcement official or reported directly by the covered
entity without a request. Group 2 reflects case decedents 164.512 (f) (4), crime on promises
164.512 (f) (5), reporting crime on emergences 164.512 (f) (6), and reporting a victim of
abuse, neglect, and domestic violence 164.512 (¢) from HIPAA.
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e Group3: requires law enforcement official request.
The disclosure of PHI can be made in a response to law enforcement official's request only.
Group 3 reflects case limited information for identification purposes 164.512 (f) (2), and a
victim of a crime 164.512 (f) (3) from HIPAA. Table 2 presents three groups and their
associated cases.

Group# Cases Explanation
Required by Law Rgpofting of certain types of wounds or other physical

injuries [1].

Court order or court-ordered warrant, or a subpoena or
Court order . I

Groupl summons issued by a judicial officer [1].
Subpoena A grand jury subpoena [1].
An administrative . .. :

Including an administrative subpoena or summons [1].
request

Alerting law enforcement of the death of the individual if the
Decedents CE has a suspicion that such death may have resulted from

criminal conduct [1].

A CE may disclose PHI to a LEO that the CE believes in
Crime on promises good faith constitutes evidence of criminal conduct that

occurred on the premises of the covered entity [1].

A health care provider may disclose PHI if such disclosure

roun? | Reporting crime o appears necessary to alert law enforcement to: the
Group2 | Reporting crime on commission and nature of a crime, the location of such crime
erergences or of the victim(s) of such crime; and the identity, description,

and location of the perpetrator of such crime [1].

A CE may disclose PHI about an individual whom the
reporting a victim of | covered entity reasonably believes to be a victim of abuse,
abuse, neglect, and neglect, or domestic violence to a government authority
domestic violence authorized by law to receive such a report [1].

Limited information A CE may disclose PHI in response to a LEO's request for
for identification such information for the purpose of identifying or locating a
purposes suspect, fugitive, material witness, or missing person [1].
A CE may disclose PHI in response to a LEO's request for
Group3

A victim of a crime

such information about an individual who is or is suspected to
be a victim of a crime, other than disclosures that are subject
to section 164.512 (¢) " Reporting a victim of abuse, neglect,
or domestic violence" [1].

4. Entity Relationship Model

Table 2: The three groups and their associated cases

Entity relationship model is used to presents the relationship between objects and roles in
HIPAA. Objects and classes are characterized with rectangle and actions with diamond as shown in

figurel.

ERM is necessary to indentify the objects that used to design flowchart and Prolog code.

At this point, our entity relationship presents the disclosure for law enforcement purposes and can
be expanded to cover all disclosure and using purposes allowed by HIPAA.

5
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Initiator Purpose
CE LEO purposes
LEO of
Third Party
PHI Case
Identification Required by Law
Others Reporting a decedent
0 l is disclosed by Crime in promises
Crime on Emergency
Sender
A victim of abuse or neglect
CE
to Identification purposes
Individual Notification to - .
\ 4 A victim of a crime
Receiver
if
LEO
Public authority Conditions

Figure 1: Entity Relationship Model

5. Flow Chart

The privacy rules from 164.125 in HIPAA are presented using Flowchart to help visualize and
understand the process of decision making. Flowcharts are graphical representations of complex
process that provides visual maps of correct behavior. The flow chart presentation allows the
ordering of the law enforcement cases to assure that correct decision is extracted from the chart. For
example, "a victim of abuse" case should be checked before "a victim of a crime" case because the
second one is more general. "Child being abused" is also "being a victim of a crime" but both cases
have different conditions to check.

Moreover, we proposed to add additional nodes to address ambiguity in HIPAA. An example
of such a case is "Reporting crime on emergences." Based on the way that three conditions were
written, HIPAA requires that the disclosure has be necessary to alert LEO to the nature of the
crime, the location of such crime or victim(s), and the identity of the perpetrator. However, it seems
that if such a disclosure may help to determine one of this information, it would be better to
disclose. Therefore, the combined conditions need to be written in a clearer to way to be correctly
interpreted.

The extra node is added before the "and" condition is checked. It shows where the conflict
occurs and the right path with "or" condition is colored as shown in figure2 Part D. This mechanism
not only helps to highlight the ambiguity, but also keep track of the old conditions and save the




e

Technical Repaort 2013-06-01

Intermelworking and Meadia Cammunications Research Laboralokas
Department of Computer Science, Kent State University
hitp:imadiznel kenl aduechnicalrepars . hml

history of rules. Because the flowchart is large in size, it is divided in to six pages. The end point in
one page is marked with a numbered triangle which also indicates the start point in the next page.
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Group 1

Is CE or an
individual being a
victim of a crime?

Required by
law: "reporting
certain type of

You may be checking
the wrong category. A Court-ordered warrant®

grand jury subpoena?

164.512 (f) (1) (ii) (A) &(B

Is there an
administrative

request?
64.512 (f) (1) (ii) (C)

Yes

Yes

CE may discloseto | H
LEO

t provides that the request 1
specific and limited in scope to
the purpose for which the
information is sought?

Does it provide that the
information sought is relevant
and material to a legitimate EQ
inquiry?

64.512 (f) (1) (ii) (C)(1), 64.512 () (1) (ii) (C)(2

)

Yes, No

Does it provide that the De
identified info could not
reasonably be used?

164.512 (f) (1) (ii) (C) (3)

No
Y

Yes

CE may not disclose to LEO| H | »( : )<

CE may disclose to LEO I H

Figure 2: The Flow chart — Part A
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Group 2
1 H
H
Reporting crime No Reporting a
on premises? > decedent?
164.512 (f) (5) 164.512 (f) (4)

Yes

of criminal
conduct?

Is there evidence\ No Ng/ Is the death as

result of a crime?

164.512 (f) (5) 164.512 (f) (4)

Yes

A 4

Reporting a
victim of abuse,
neglect or

Anvanctin

164.512 (c)

Is it required
by law
"Violence on

164.512 (c) (1)

Yes

A

CE may disclose | H

CE may disclose to LEO

to LEO

A A 4

LEO

CE may not disclose to | H |

CE may disclose to | H
government authority

Figure 2: The Flow chart — Part B
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Cont. Group 2

CE believes that ths
disclosure necessary to
prevent serious harm?

Does the
individual
agree?

164.512 (c) (1) (ii)

Is the disclosure
expressly authorized by
statue?

164.512 (c) (1) (iii) 164.512 (c) (1) (iii) (A)

Nol

CE may not disclose tci H

government authority
| H

No

CE may disclose to
government authority <

A

Does LEO present
that PHI is not
intended to be used

against the
64.512 (c) (1) (iii) (B)

Does LEO present
that there is an

Is the individual is
unable to agree

"Incapacity"?
64.512 (c) (1) (iii) (B)

immediate need for
the disclosure?
64.512 (c) (1) (iii) (B)

Yes No CE may not disclose t(i H

Q government authority

Would CE be informing
a personal

Does informing the
individual place them at
risk?

representative that is
responsible of the abuse

164.512 (c) (2) (ii) 64.512 (c) (2) (i)

(No Yes
\ 4 v
CE must inform the individualIL CE must not inform the \_H
or the personal representative individual or the personal
about the disclosure. representative about the
disclosure.

Figure 2: The Flow chart — Part C
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Cont. Group 2

s the CE a Healt]
care provider?

. 4
164.512 (f) (6) (i)
7Y
Is the CE reporting a crime in No
emergencies that they provide HC in

response to a medical emergence?

164.512 (f) (6)(i)

s the disclosure Is the

s the disclosure necessary tq

necessgry to disclosure indentify, description, and
determine the natural necessary to location of the perpetrator?
locate the

164.512 (f) (6)(i) (A) 164.512 (f) (6)(i) (B

164.512 (f) (6)(i) (C)

Yes, No

Ambiguity: HIPAA uses the word "and" to
combine these conditions, but it should be

D

No
No Yes Yes
4 v v
CE may not disclose to| H CE may disclose to LE(* H
LEO
A ¢
Sto

Figure 2: The Flow chart — Part D
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Group 3

Yes

Is the PHI
requested by

T LEN9
164.512 (f) (2)

Is the
disclosure for

identification
164.512 (f) (2)(i)

The covered entity may disclose only
the following information:

(A) Name and address;

(B) Date and place of birth;

(C) Social security number;

(D) ABO blood type and rh factor;
(E) Type of injury;

4 (F) Date and time of treatment;
CE may not disclose to Ii (G) Date and time of death, if
LEO applicable; and
(H) A description of distinguishing

physical characteristics, including
height, weight, gender, race, hair and
eye color, presence or absence of
facial hair (beard or moustache),
scars, and tattoos.

i

A\ 4

Figure 2: The Flow chart — Part E
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Is CE reporting
an individual

heino a vietim

164.512 (f) (3)

Yes

Is the
individual is »
unable to agree
164.512 (f) (3) (ii)

Cont. Group 3

CE may not disclose to LEO.
You may be checking the
wrong category.

H

Does the
individual

Yes

agree?
164.512 () (3) (i)

CE may not disclose to| H @
LEO

Does LEO present that
PHI is not intended to be
used against the
individual?

164.512 (f) (3) (ii) (A

Yes, No

Does LEO present
that there is an

immediate need for
the disclosure?

164.512 (f) (3) (ii)

CE believes
that the
disclosure is
the best

interect of the

64.512 (f) (3) (ii) (C

Yes, No Yes, No

CE may not disclose to | H No

LEO

y

Yes

Sto LEO

CE may disclose to | H g

Figure 2: The Flow chart — Part F
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6. Rules in Prolog

As the flowchart increases in size, it becomes more difficult to manage and maintain.
Therefore, we used Prolog is a logic programming language that allows to write and express rules in a
manageable manner. There are only three basic constructs in Prolog: facts, rules, and queries. A collection of
facts and rules is called a knowledge base or a database. After writing a set of rules and facts, users can ask
query (or question) about them. For simplicity, all cases has been numbered from casel to case 7 and all
conditions has been labeled between cond1 to cond25 as shown in table 3 and 4.

Users of our prolog program post a query about the corresponding case or condition using the
queries. For example, a query that asks about the content of cond10 will be written as "cond10(X)." where X
is the variable name. Note that variables are expressed using any word that start with capital letter. X, Value,
and Number _id are all variables. Figure 3 shows an example of cases and conditions queries. The complete
list of facts is attached in the appendix in the end of the document.

L T e o
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arrd Fouw srsx Falocome o redizbribubte 4 under certeain condaSiconr
Fissrs TLELD REwpSSwew, gwirvproloy.oorg for Setails

For help:; usse ¥- halpiTopici. or T- spropos (Wordl

1 F— aassT (3

X owm tha pndivisdesal being &2 viesim of & sl

F T= maped (VW)

¥ = "Decudants®

d T— w=owmdll (T} .
E & "Endiwidoeos] mgras "o

| W P EemuddD ()
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= I — e —— — .

Figure 3: Example of cases and conditions queries.

There are 16 facts that represent the rules of disclosing information for law enforcement purposes. The
set of facts are shown in figure 4. All facts have the same predicate named disclose. The 16 facts reflect the
cases where the covered entities are allowed to disclose to law enforcement official or public authority. The
number of facts varies between cases. Casel have four facts which reflect the different circumstances that a
CE can disclose if casel applied. Case2, 3 and 5 has only one fact. Case4 has four facts while case5 has three
facts. Finally, case7 has two facts.

6.1. Predicates main clauses

e The first part is the sender and receiver writhen as "sender receiver(X,Y)", where X is the sender
role and Y is the receiver role.

e The second part of predicates is the case number and conditions writhen as casel (verify(cond1)).
The previous example means that casel requires condl to be applied in order to disclose PHI. Note
that "verify" can have as many conditions as needed. For example, case4(verify(cond12,cond13))
means that to disclose under case4, cond12 and cond13 have to be applied.

e The last part of predicates is the limit of information being disclosed and written as PHI(Y), where Y
is the type of information that can be disclosed. PHI(id infor) means that only identification
information is allowed to be disclosed.

15
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Case # Full text Receiver Notes

Casel | Required by Law [512 (f) (1) ] Law enforcement official

Case2 | Crime on premises [512 (f) (5) ] | Law enforcement official

Case3 | Decedent [512 (f) (4) ] Law enforcement official

Case4 | Disclosures about victims of Government authority including
abuse, neglect or domestic (social service or protective
violence [512 (¢) ] services agency)

Case5 | Reporting crime in emergencies | Law enforcement official From Health care
[512 (f) (6) ] provider

Case6 | the purpose of identifying or Law enforcement official Disclose certain type of
locating a suspect, fugitive, information
material witness, or missing
person [512 (£)(2) ]

Case7 | An individual being a victim of | Law enforcement official
acrime [512 (f) (3) ]

Table3: A list of

13 o e
|—.:-\.'| Wiy

IFnlu Edit  Browss
| HIPAAZw ol

Compils  Pulg  Foe  Halp

the seven cases under law enforcement purposes

discloss (sende L_racs iwver (ca,; lac) ,
discloon E:nndn'r_rni:.n:i.vnr lea; lac)
(ldisclome (pender receiver (ce, 1o,
discloss (sender receiver (ce, lea),

g p—— =

[

diacloas E:-:-ru:in'r_ racaivar (ca, lac) ,

dipclons (sender recsiver (cs, lao),

di scloas ({sender receiver(ce,pa),
discloss (sendar_receliver (ca.pal,
discloas (sender recelver (Ca,Ral.
1din-‘lm (pender_receiver (ca,pal,
disclose (sender receiver (ce,lec),
dissloss (sender recaiver (ce,leo],
dincloas [ sandse E-: raceiver (ca, laa] ,

discloss (sender_receiver (ce, lao),

|discloss ( sender _Iic‘ﬂi"?ﬂ'r focae, lac) .
discloas i:nncint_r:vnc-n:i.?n-r lca, lacl ;

cagad (verilyicondd) )  phiiany) ).
cased (verify(condld)) , philany)).
casad (verlfy(condll)) , phifany)) -

cased (verify(condli, condld))
caged (verify (condlz, condld,

casel (verifylcondl)) ,
cakel |1.rn~'_.5':|:n:-nd.’.’!] I+ phid{any)).
cafal [verifylcondd)} , philany)}.
cagal (veriiyicands,; conds, condé, condT) )

phi {any) ) -

yphl fanyhl .

casal ([varifylcondl)} , philany)).

¢ phi[any} ) -
condl5, condiB)) , philany)].
casei{verifyicondl¥, cond20)} , phifany)}.
casah (verify|condl%, cond2l)} , philany)}.
cagel{verifylcondld, cond22)} , philany)).

casetiverify{condz3}l) , gphiild infor)),

fyi{condil)) » phi{anyl).
fy{condld, condlé&, cond2d, cond2s) ) ,

casal [varci

casa’ [veri phi{any) ) -

il

upsr dschgerd (eaded) 16 classas, numbar_of_ulesill]

Ling: 48

Figure 4: The set of facts

Users can post queries about any information they wish to know. The complete facts should be
written and the part that needed is replaced with a variable. Section 6.2 demonstrates three query examples

of three different cases.

16
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Cond# Full text Cond Label

Condl Reporting a certain type of injury [512 (f) (1) (1)] injury

Cond2 Court order [512 (f) (1) (i1) (A)] Court order

Cond3 Grand jury subpoena [512 (f) (1) (ii) (B)] Grand jury

subpoena

Cond4 Administrative request [512 (f) (1) (ii) (C)] Admin request

Cond5 The request provides that the information sought is relevant and material Admin_cond]
to a legitimate EO inquiry. [512 (f) (1) (i1) (C) (1)]

Cond6 The request provides that the request is specific and limited in scope to the | Admin_cond2
purpose for which the information is sought [512 (f) (1) (ii) (C) (2)]

Cond7 The request provides that the de-identified information could not Admin_cond3
reasonably be used. [512 (f) (1) (i1) (C) (3)]

Cond8 The covered entity believes in good faith constitutes evidence of criminal | Evidence of
conduct that occurred on the premises of the covered entity. [S12 (f) (5)] criminal

Cond9 The purpose of alerting law enforcement of the death of the individual is criminal conduct
that the covered entity has a suspicion that such death may have resulted
from criminal conduct [512 (f) (4)]

Cond10 | Child abuse or neglect [ 512 (b) (1) (ii) ] Violence on Child

Condll Individual agicc |_J 12 (u) (u) ] [J 12 (f) (3) (1) ] agreemem

Cond12 | The disclosure is expressly authorized by statute or regulation [512 (c) ] statute

Cond13 | CE, in the exercise of professional judgment, believes the disclosure is necessity
necessary to prevent serious harm to the individual or other potential
victims [512 (¢) (iii) (A) ]

Condl4 | the individual is unable to agree because of incapacity [5S12 (c) (iii) (B)] or | incapacity
other emergency circumstance [512 (f) (3) (i1)]

Cond15 | A law enforcement or other public official authorized to receive the report | Indemnity
represents that the protected health information for which disclosure is
sought is not intended to be used against the individual [512 (¢) (iii) (B)].

Cond16 | An immediate enforcement activity that depends upon the disclosure immediacy
would be materially and adversely affected by waiting until the individual
is able to agree to the disclosure [512 (c) (iii) (B)] and [512 (f) (3) (i1) (B)
]

Cond17 | CE believes informing the individual would place the individual at risk of | Informing]
serious harm. [512 (c) (2) (1)].

Cond18 | CE would be informing a personal representative, and the covered entity Informing2
reasonably believes the personal representative is responsible for the
abuse, neglect, or other injury, and that informing such person would not
be in the best interests of the individual [512 (¢) (2) (i1)].

Cond19 | The CE is a health care provider [512 (f) (6)] HCP

Cond20 | Disclosure appears necessary to alert LEO The commission and nature of | Nature of a crime
a crime [512 (f) (6) (i) (A)]

Cond21 | Disclosure appears necessary to alert law enforcement to (B) The location | Venue
of such crime or of the victim(s) of such crime [512 (f) (6) (i) (B)]

Cond22 | Disclosure appears necessary to alert law enforcement to (C) The identity, | Perpetrator
description, and location of the perpetrator of such crime [512 (f) (6) (i)
©)]

Cond23 | PHI is requested by LEO [512 (f) (2)] and [512 (f) (3)] Request

Cond24 | The law enforcement official represents that such information is needed to | Investigation for
determine whether a violation of law by a person other than the victim has | other victims and
occurred and such information is not intended to be used against the Indemnity
victim. [512 (f) (3) (ii) (A)]

Cond25 | The disclosure is in the best interests of the individual as determined by interest

the covered entity, in the exercise of professional judgment [512 (f) (3) (i1)

©)]
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Table 4: List of the 25 conditions and their label
6.2. Three query examples

Examplel: A hospital receives a case where a child being a victim of abuse.
Questions:

e To whom, the CE sends the report?
e The limit of the information included in the report.
Query:

From the previous explanation, we can identify what information is available and add it to the query
as shown in table 5. In this example, "abuse" is case4, and "child is a victim" indicates that there is violence
on child and thus cond10. The receiver and the limit of information are requested; therefore, they are
replaced with variables in the query.

Available Information | Abuse -> case4

Violence on child -> cond10

The Query disclose(sender receiver(ce,X), case4(verify(cond10)) , phi(Y)).
TableS: The available information and the query of example 1

Figure5 shows the system response after posing the query. X=pa, means that the CE can disclose to a
public authority. If the user needs further explanation about the result, they can ask query such as "pa" by
posting pa(Variable name).
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| e T |
¥ = any # |
| Emlmw.
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| B o= "Public saubho@iti”. =
f
| — . - — — Hh
L = =

Figures: The system response for the first example

Example2: LEO requests identification information about a missing person from a covered entity.
Questions:
e What is the limit of the information that CE can disclose?
Query:
From the previous explanation, we can identify what information is available and add it to the query
as shown in table6. The limit of information is requested; therefore, it will be replaced with a variable in the
query as shown in table6.

Available Information | Missing person -> case6

LEO request -> cond23

The Query disclose(sender receiver(ce,leo), case6(veritfy(cond23)) , phi(Y)).
Table6: The available information and the query of example 2
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Figure6 shows the system response after posing the query. Y=id infor, means that the CE can
disclose identification information only. If the user needs further explanation about the result, they can ask
guery such as "id_infor” by posting id_infor{Varizghle name).
et SWI-Prolog - c/Users/Tah
Ele fda Sengs Bum Debug Help

B ¥= disclossisender sreeeiverice.ieo), casel iverify(canddBip , phi (¥ -
¥ = id snfor.

¥ T= ad Anfori¥).

¥ = thHamwa and sddress / Detes and pisce of biroh 7 Social securisy oumbar / ABD bBloocd type
and rh factor ¢/ Type of injury 7 Date snd time of crestmant ¢ Dete and cime of deasth 1f =p
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Figurefi: The system response for the second example

Example3: A CE is a health care provider. It provides medical emergency to an individual who is a victim
of a crime.
Questions:
e Under what circumstances I have to disclose to LEO?
e  What the limit of the information that CE can disclose.
Query:
From the previous explanation, we can identify what information as shown in table7.

Available Information | Victim of a crime -> case5

HCP -> cond19

The Query disclose(sender receiver(ce,leo), caseS(verify(cond19,X)) , phi(Y)).
Table7: The available information and the query of example 3

Figure7 shows the system response after posing the query. In this case there are three possible values
of X which means that if one of these conditions applies, the covered entity can disclose PHI to LEO. If the
user needs further explanation about the result, they can ask query such as "cond22" by posting
cond22(Variable name). This example demonstrate the ambiguity case that resolved by our flowchart.
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Figure7: The system response for the third example
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7. Related Work

Several access control methods has been proposed [4] [5] [6] [7]. In the Privacy-aware role
based Access control models in [4] privacy policy enforcement and access control enforcement are
combined into one access control model. The idea is that purposes, condition and obligations are
assigned to the role, when assigning the action on the object.

The other approach of access control uses the purpose as based access control [5]. Their work
focuses on the notion of purposes which are designed in a hierarchy. In [3], the proposed
framework combines the notion of purpose and role. Moreover, their access decision is based on
purpose compliancy and HIPAA privacy rules.

In [6] [7], the proposed approach is a method of extracting policy and rules in a systematic way.
Their methodology extracts and prioritizes rights and obiigations from regulations [6]. However,
due to un-involvement of the human analysis and the complexity of policy rules, the ambiguity of
these rules would not be handled correctly. A fragment of first logic is considered in [8]. Based on
the policies they collected, their approach is likely to be sufficiently expressive for many
applications. For typical polices, they could efficiently determines if actions are permitted or
prohibited.

Similar to [8], our approach aims to precisely define the privacy rules. However, our method
targets the privacy rules in HIPAA. We also adopted the combination of purpose and role [8] in the
process of decision making. The notion of cases is added in our approach. In other word, the
purpose in our paper is "law enforcement purpose" and that includes seven different cases or
scenarios each of which has their own conditions. Moreover, unlike previous approaches, we have
resolved ambiguity by adding the extra node to the flow chart that determines the ambiguity

location and define the new path.
8. Conclusion and Future work

In the USA, the Health Insurance Portability and Accountability Act (HIPAA) provides the
privacy rules in regards to the use and disclosure of health information. However, this information
maybe incorrectly interpreted that would lead to unauthorized disclosure. In this paper, section
164.512 (f) and (c) were chosen from HIPAA to be examined. Our analysis includes drawing a flow
chart that helps the process of decision making. To handle ambiguity in privacy rules, an extra node
is added to the flowchart. Moreover, flowchart assists users to choose the right cases by checking
some cases before others.

In addition, Prolog, logic programming, is used to develop a query system that has the
knowledge base of privacy rules in a precise way with a unique meaning. Users of our system, can
ask queries about conditions involved in each case, the limit of information, and to whom to
disclose. However, since the user has to follow the exact query format, a friendlier interface is
more desirable.

Later phases of this paper will be to build more friendly interface that display what need to be
checked first. Additionally, the ambiguity was removed from Prolog set of rules but a mechanism to
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handle it is still needed. The potential application would not only handle user query but also
provides high level services such as a patient reminder of their appointment. Moreover, the time life
line of a condition or rules can be added to determine when such a rule is changed and keep track of
any updates.
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10. Appendix

File Edit Browse Comple Prolog Pce Help 418

HIFAAZ: pl |

/* HIPAR - Law snforcement purposss=/
f* Mahla Abid %/
f* Full temt of the cases and condicions %/

casel ["Required by Law").
cagsl ('Crime on pramises').
caseld ("Oecedant') .

cased ("Disclosures about victims of abuse, neglect or domestic vioclence').
casab ([ "Reporting crime in emergenciss') .

cagab( ' Identifying or locating a suspsct, fugitive, material witness, or mi
sxing person') .

casal ("An individual being a victim of a crime').

B e e e e e e e e e e e e e e e o o o s * l,l'
condl { "Beporting a certain type of injury ').

cond? [ *Court order ‘).

e L e S L LT o s s L1
il | OELATIG JULY SUDEFCIng Fa

condd [ "Rdministrative reguest ).

eands ([ "Tha request provides that the information sought is relavant and mat
erial to a legitimate EO inguiry.').

condé("The request provides that the reguest is specific and limited in sco
pe to the purpocse for which the information is sought *).

cand? | "The request provides that the de-identified information could not re
asonably be used. ").

conds [ *The covered entity believes in good faith constitutes evidence of cr
iminal conduct that occurzed on the premises of the covezsd entity. "}.
condd('The purpose of alerting law enforcement of the death of the individu
al is that the covered emtity has a suspicion that such death may have resu
lted from criminal conduct "1
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J|eondld{*'child abuse or neglect’).

condll (' Individual agres ').

2{"The disclosure is expressly anthorized by statute or regulactiom ') .

13{'CE, in the exerciss of professiocnal judgment, balieves the disclosur

& is necessary to prevent ssricus harm to the individual or other potential

victima *}.

condld {*the individual is unable to agree because of incapacity or other ame
cgency circumstance. ') .

condlS('A law esnforcement oFr other public official authorirsd to peceive tha
raport reprasants that the protected haalth information for which disclosur

e iz sought is not. intendsd to be used against the individual.').

condlE]'An immediate enforcement activity that depends upon the disclosures W

auld be materially and adversely affectad by wailting wuntil the dndividual ia
able to agree to the disclosura ").

condlT ("CE beliesves informing the individual would place the indiwvidual at r
18k of A&rious harm. ").

condll{'CE would be informing a personal representative, and the covarad ant

ity reasonably believes tha personal representative is responsibla for tha a

buse, neglect, or other injury, and that informing such person would not be
in the bkest interesta of the individual ").

oondiF{"The CE is & health care providezr " -

cond20 {'Disclosure appesars necessary to alert LEC The commission and nature

af a ccime ).

cond2l | ‘Digclosure ADPEars Necassary to alert law snforcament to the locatcio

n of such crima or of the victimis) of such crimae ") .

Al T T I Nt =T s miirm smmesmsrs mecsmesareer fem o slmed ] e s faremmans . e
ey DiScloSurs SppSars noscEsSsSry o S8t lay sniorosmant 1=

v, description, and loacation of the perpetrateor of sush crime ").

cond2d | "PHI is reguasted by LEQ') .

condi4 (*The law enforcement official represents that such information is nea
dad to determine whether a vislation of law by a person other than the wvioti
m has occurred and such information is nor intanded co bae used againat the v
ictim. "),

condlsS { 'The disclosure is in the bast interests of the individual as detarcmi
nsd By the coversd entity, in the sxercise of proefessional Jjudgment ).

o e F sTha el Them s
- LHUC privavy 1ulod WILILLCLL 11 FIUIVE
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File Edit Browse Comple Prolog Poe  Help Ald
HiFaAZ pl |modded]

f% The rules set written in a Facts format */ L.
discloss (sender receiver (ce,lso), casel(verifyi{condl)}) , phi{any)}.

disclose (sender_ receiver(ce;leo); casel(verify(cond2}) , philany)).

disclose {sendsr_receiver{ce,les), casel(verifyicond3d)) , philanyl).

discloss |(sender_receiver (ce,lec), casel(verify(condd,cond5,condf,cond?)) ,p

hi {anyh) .

discloss (sender_ receiver (ce;leo), casel(verify(condB)) , philany)). h
disclose (sender receiver(ce,leo); casel(verifylcondd)) , philany)).

gcloss (sender receliver (ce,pa); cased(verify(condll)}) , philany)).

ﬂl==1n==l==n.4--- e T | mmmmil] ermes Fas f mmamA110 0 --.'II--I fanuil
pE-] S8r rEscelver|ce,pa), Sassqyverail Yecondllly » PBRijan Y-

disclose (sender_receiver (ce,pa), cased (verifylcondl2, l:un.d;:I.E:I } » philany)).
disclose (sender_receiver(ce,pal, cased{wverifylcondll,condld,condls,condlE})
 Pphiianyl ).

dizcloses (sender receiver (ce, leo), casel(verify(condl’,cond2d0)) , phi{any)).
dizclass (sender receiver (ce,leoc), cases(verify(condld,cond2l]) , philany))-
disclose (sender ceceiver (ca,leo), cases(vecifyicondld, cond22)) , philany)).

disclosa{sendar receiver (ce,leo}, casef(verifyicondZ3}) , phi(id_infor)).
disclose (sender receiver (ce,lec), case7(verifyi(condlil}) , philany}).

discloss (sender receiver (ce,les), case?(verify{condld,condlé, cond2d, cond2s)
) + philany)).

.,_——

=
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Figure9: The privacy rules written in Prolog
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